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A Secure One-to-Many Authentication and Key
Agreement Scheme for Industrial IoT

Yang Ming

Abstract—Industrial Internet of Things (IloT) is gradually
changing the mode of production, in which users can directly access
data from smart devices through the network instead of collecting
data where the smart devices are deployed. However, the data
from these smart devices is usually transmitted via an insecure
channel, which raises several security concerns. To solve these
security issues, many authentication and key agreement schemes
have been proposed. Nevertheless, the majority of said schemes
only achieve authentication between one user and one smart device.
When a user wants to access multiple smart devices simultaneously,
he has to initiate multiple requests of key agreement, which incurs
computation and communication costs. In this article, a secure
one-to-many authentication and key agreement scheme for IloT
is put forward. Specifically, three factors, namely, smart card,
password, and biometrics, are used to authenticate the user in
the proposed scheme. By utilizing elliptic curve cryptography and
Chinese remainder theorem, the different session keys between one
user and multiple smart devices are agreed upon once, meaning
the user only needs to initiate one request for authentication with
multiple smart devices. Furthermore, security proof and analysis
demonstrate that the proposed scheme is secure under the real-or-
random model and can withstand a wide range of common attacks.
Lastly, performance evaluation reveals that the proposed scheme
requires less computational and communication costs compared
with the related schemes, which is essential for smart device net-
works, operating with limited resources.

Index Terms—Industrial internet of things (IIoT),
agreement, session key, three factors authentication.

key

1. INTRODUCTION

HE rapid development of computer technology for decades

has made the Internet of Things (IoT) a major trend in
today’s technological development. As the basis of IoT, smart
devices generate massive data which has high practical signif-
icance [1]. Therefore, IoT has become the third wave in the
development of the global information industry, after computers
and the internet. In addition, relevant surveys show that the
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Fig. 1.  Architecture of IIoT.

global demand for IoT applications will continue to grow in
the future [2]. It has been predicted by [3] that the number of
smart devices connected to the network will increase to 75.44
billion in 2025.

As a crucial component of 10T, Industrial Internet of Things
(IToT) has reached a period of rapid development. The architec-
ture of IIoT is shown in Fig. 1, which includes user domain, ser-
vice provider domain, perceptual control domain, target domain,
resource exchange domain, and management domain. The user
domain supports users to access IIoT, and applies to the service
interface system. The service provider domain provides services,
such as energy management and safety production. The data
collected by the perceptual control domain are transmitted to the
service provider domain through the gateway. The target domain
provides information on all aspects of industrial production for
the devices and tags in the perceptual control domain to perceive.
The resource exchange domain realizes the exchange and the
sharing of information and market resources. The management
domain guarantees the stable and secure operation of other
domains [4].

Currently, many countries have proposed various develop-
ment strategies for IloT [5], [6], [7]. For instance, the United
States proposed the “National Strategic Plan for Advanced Man-
ufacturing and Industrial Internet” [5], Germany put forward
the “German Standardization Roadmap Industry 4.0 [6], and
China has presented “Made in China 2025 [7]. The core of
these developmental strategies is the deployment of smart de-
vices into every aspect of industrial production, for the purpose
of improved productivity and energy efficiency. Specifically,
a large number of smart devices are deployed in industrial
production. These smart devices are used for data collection,
real-time monitoring, and more. Users can remotely obtain the
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data collected by smart devices. Users can utilize this data to
judge the abnormality of industrial production, determining if
there is loss in production, allowing them to prevent further
losses. Additionally, deploying numerous smart devices can au-
tomatize production tasks, reducing personnel requirements and
costs, while increasing efficiency. However, there are two basic
requirements in the actual implementation process. First, the
verification of data visitors is required to prevent unauthorized
access. Second, because the data are transmitted on an open
channel, itrequires encryption to protect against malicious actors
that can negatively impact production [8], [9]. At present, a
large number of wireless technologies have been proposed [10],
[11], [12], such as Bluetooth, WiFi, and Zigbee. However, these
technologies only achieve key agreement or exchange process
and lack the process of mutual authentication, which is not
suitable for IIoT scenarios. In consequence, it is essential to
devise a secure authentication and key agreement (AKA) scheme
to ensure the legitimacy of data visitors and the security of the
smart device data in IIoT.

Additionally, as the application of IIoT increases, there will
be a causal increase in the number of smart devices. When users
want to access data from multiple smart devices, they must
negotiate a different session key with each smart device, in ac-
cordance with the existing schemes provided by [13], [14], [15],
(161, [17], [18], [191, [201], [211, [22], [23], [24], [25], [26], [27],
[28], [29], [30]. In conjunction with an increase in smart devices,
there will be an increase in wasted communication resources and
computational costs. Therefore, a scheme designed to achieve
AKA between one user and multiple smart devices is desirable
for efficient and scalable decision-making for IIoT.

To resolve the scalability and security issues for IIoT, we
propose a secure one-to-many authentication and key agreement
scheme. The main contributions of this article are listed as
follows.

1) First, by applying elliptic curve cryptography (ECC) and
Chinese remainder theorem (CRT), a secure one-to-many
authentication and key agreement scheme is put forward.
Smart cards, passwords, and biometrics are utilized to
authenticate users. To accommodate smart devices with
limited resources, lightweight procedures, such as sym-
metric cryptography, hash function, and exclusive OR
(XOR) operation are implemented.

2) Second, the security of the proposed scheme is proven
in the widely accepted real-or-random (ROR) model. In
addition, the proposed scheme not only meets various
functionality features, including user revocation and smart
device join and leave but also withstands a variety of com-
mon attacks, especially to resist known session-specific
temporary information attack.

3) Third, the computation and communication performance
is evaluated by quantitative calculations. Compared with
the related schemes, the computation and communication
costs of the proposed scheme are lower when the user
accesses multiple smart devices simultaneously.

The rest of this article is organized as follows. We review the

related works in Section II and introduce some preliminaries
in Section III. The system model, security model, and security
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requirements of the proposed scheme are given in Section IV.
In Section V, the proposed scheme is introduced detailedly. The
security analysis is shown in Section VI. Section VII offers per-
formance evaluation. Finally, Section VIII concludes this article.

II. RELATED WORKS

As the core of IIoT technology, wireless sensor networks
(WSNs) have provided great convenience to people’s lives. AKA
schemes proposed by [13], [14], [15], [16], [17], [18] attempt
to resolve the existing security issues in WSNs. In 2009, Das
et al. [13] proposed an authentication scheme for WSNs which
achieves user authentication with smart card and password.
Subsequently, He et al. [14] and Yeh et al. [15] found that Das
etal.’s [13] proposed scheme cannot resist many attacks, such as
sensor node compromised attack and denial of service attack. He
et al. and Yeh et al. then proposed improved schemes. In 2017,
Tai et al. [16] provided a lightweight AKA scheme in WSNs
with XOR and hash function. However, in 2018, Shin et al. [17]
reported that offline password guessing attack, as well as smart
card stolen attack can be applied. Additionally, the anonymity
of users and sensors is not considered in Tai et al.’s [16] scheme.
Shin et al. then provided an improved scheme. In 2020, Zhang
et al. [18] presented an authentication scheme that can resist
known session-specific temporary information attack because
the session key contains temporary secret values and long-term
secret values.

As smart cards and passwords can be easily compromised, the
two-factor schemes are limited in practical applications. Sub-
sequently, biometric authentication was introduced into AKA
schemes [19], [20], [21], [22], [23], [24], [25], [26], [27], [28],
[29], [30]. Three-factor schemes were found to be significant
improvement to two-factor schemes, due to the uniqueness of
biometrics. In 2009, Fan et al. [19] put forward a truly three-
factor authentication scheme with symmetric cryptography and
public-key encryption for the first time. In 2016, Das et al. [20]
designed an efficient three-factor authentication scheme because
only lightweight operations, such as XOR and hash function
are used. However, in 2018, Wu et al. [21] discovered that
offline password guessing attack, as well as desynchronization
attack were effective against Das et al.’s [20] scheme, and thus,
devised an improved scheme. In the same year, Wazid et al. [22]
supplied a three-factor AKA scheme which is very efficient,
as the symmetric cryptography and hash function are used.
Li et al. [23] published an authentication scheme with privacy
perseveration. The scheme is secure against desynchronization
attack as the user and gateway do not save the same secret
value. Furthermore, the information does not need to be updated
when an interaction is completed. In 2019, Jolfaei et al. [24]
put forward a three-factor authentication scheme and claimed
that their scheme can withstand multiple attacks. However, in
2020, Shin et al. [25] found Jolfaei et al.’s [24] scheme was
vulnerable to user collusion attack, resulting in sensors being
easily identified. Shin et al. then proposed an improved scheme,
implementing ECC and hash function. Subsequently, Yang et al.
[26] utilized XOR and hash function to achieve mutual authen-
tication and key agreement, which achieves perfect forward
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secrecy. Ali et al. [27] introduced a scheme using symmetric
cryptography and hash function, which proves the security under
Burrows—Abadi—Needham (BAN) logic. Additionally, they also
gave the basic system models for WSNs. In 2021, Far et al. [28]
created a lightweight authentication scheme suitable for IIoT,
their scheme uses one-way hash chain technology to achieve
less computation and communication costs and can support user
revocation. Meshram et al. [29] provided an efficient, robust, and
lightweight subtree-based three-factor authentication procedure,
which can realize device joining. Li et al. [30] proposed a
lightweight and secure authentication protocol with adaptive
privacy-preserving property using XOR and hash function.

The above schemes have a good performance in single-smart
device scenario, however, as the number of smart devices in-
creases, huge overhead is required because the user’s identity
needs to be repeatedly authenticated. Therefore, one-to-many
AKA schemes were put forward [31], [32]. In 2020, Cui et al.
[31] presented an extensible authentication scheme with ECC
and hash function. However, their scheme is insecure against
known session-specific temporary information attack because
the session key consists of identities of the participant and
temporary information, where temporary information is secret
and the identities are public for registered users. In 2021, Vinoth
et al. [32] achieved one-to-many authentication with CRT and
symmetric cryptography and negotiated the same session key
by utilizing access control and secret sharing between the user
and multiple devices. However, their scheme is vulnerable to
the mutual imitation of registered devices, as the same key is
computed by all registered devices. In summary, most of the
existing systems either meet the security requirements for IIoT,
or support one-to-many authentication.

III. PRELIMINARIES

A. Elliptic Curve Cryptography

The concept of ECC was provided by Miller [33] and Koblite
[34] for the first time. Given a large prime p, F}, is a prime
finite field. The elliptic curve E on F), is defined as the set of
points satisfying y? = 2% + ax + b mod p, wherea, b € F,, and
4a3 + 27b% # 0. The infinite point O and all points on E form
a cyclic additive group G with prime order ¢ and generator P.

1) Elliptic Curve Computational Diffie—Hellman (ECCDH)
Problem [35]: Given P, aP,bP € G,wherea,b € Z*,the
ECCDH problem is to calculate abP € G.

2) Elliptic Curve Computational Diffie—Hellman (ECCDH)
Assumption [35]: Tt is difficult for probabilistic polyno-
mial time algorithms to solve the ECCDH problem with
nonnegligible probability.

B. Fuzzy Extractor

The role of the fuzzy extractor [36] is to generate and re-
construct the biometric key, which includes two algorithms as
follows.

1) Gen(BIO;) — (BK,;, BPF;): Given a biometrics BIO; as

input, the probabilistic algorithm outputs a biometric key
BK; and reconstruction parameter BP;.

W, STo= W == - SEB2 W, 25— W,

Fig. 2. Hash-chain structure.

2) Rep(BIO}, BP;) — BK;: Given a biometrics BIO) that
is similar to BIO; and reconstruction parameter B FP; as
input, the deterministic algorithm outputs the biometric
key BK;.

C. Chinese Remainder Theorem

CRT [37] is described as follows. Let my,mo, ..., m, be
integers, which are pairwise relatively prime. Then for any
integersai, az, - - - ,an, € Z,the general solution of the following
equation is x = a1t1 My + astoMs + + -+ + ant, My, + kM =
Z?:l a;t; M; + kM, ke Z:

a1 (mod my)
as(mod my)

x
x

(D
x = ap(mod my,)

where M =mq X mg X -+ X my,, M;=M/m;, M;t;=
1(mod m;),i € [1,n].

In the case of modulo M, the above equation has only a unique
solution z = (37" a;t; M;) mod M.

D. Hash-Chain

The concept of hash-chain was first proposed by Lamport
[38]. Given a one way hash function h : {0,1}* — ZZ, a hash-
chain is defined as a sequence {wq, w1, ...,w,}, where wq is
a random number and w; = h(w;_1), 0 < i < n. Hash-chain
structure is shown in Fig. 2.

IV. SYSTEM MODEL, THREAT MODEL, AND SECURITY
REQUIREMENTS

A. System Model

IIoT offers new ways of smart production such that pre-
cise control of the industry is achieved through information
exchange between users and smart devices. But before infor-
mation exchange, the AKA schemes needs to be used to achieve
mutual authentication and agree session keys for encrypting
data. Our system model of one-to-many AKA scheme for IIoT
is shown in Fig. 3, which consists of four entities: 1) a key
management center (KMC), 2) a gateway (GW), 3) a user (U,),
and 4) n smart devices (SD1,SDs,...,SD,),n < N, where
N is the maximum number of smart devices, N < 20. KMC
deploys (SD1,SDs,...,SD,), registers U;, and authorizes
GW .Then,U; and (SD1,SDs, ..., SD,,) agree the session key
with the help of GW. Finally, U; and (SD1,SDs,...,SD,)
use agreed session key for secure communication. Specifically,
(SD1,5Ds,...,SD,,) generate n different temporary infor-
mation (¢1,t2,...,t,), which are integrated into SR by GW
through CRT. Then, GW securely sends SR to U; for gener-
ating different session key by computing ¢; = SR mod SID;,
where SID; is the identity of SD; and j € {1,2,...,n}.Inthis
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way, U; can agree n session keys with (SDy,SDs,...,SD,)
by initiating one agreement request. Comparing to the related
AKA schemes [18], [23], [25], [28], in which U; is required
to initiate n agreement requests and authenticated by GW n
times for agreeing session keys with (SD1, SDs, ..., SD,,),the
proposed scheme saves a lot of computation and communication
overhead.

1) KMC: KMC is a trusted entity, whose main respon-
sibility is to generate the system parameters, deploy
(SD1,SDs,...,SD,), register U;, and authorize GW.

2) GW: GW is a trusted entity, who assists U; and
(SD1,SDs,...,SD,) to run mutual authentication in
key agreement phase.

3) U;: U; uses own identity to apply for a smart card from
KMC and initiates the session key agreement request
through GW using smart card.

4) SD;: SD;j represents the jth smart device who collects
data in IIoT and sends data to U;.

B. Threat Model

Dolev—Yao (DY) threat model [39] and CK threat model [40]
are used in the proposed scheme, according to the models, the
adversary A is able to read, modify, delete, forge, and replay the
information. U; and (SD1, SDs, ..., SD,,) are not regarded as
trusted entities because they are easily stolen, while KMC and
GW areregarded as trusted entities and cannot be compromised.
In addition, A can obtain the ephemeral information, i.e., session
state, session keys, and part of the user’s secret information.

C. Security Requirements

This subsection lists the security requirements that should be
achieved.

1) Mutual Authentication: To ensure only an authorized user
can access smart device data, it is necessary that AKA schemes
achieve mutual authentication between the user and smart de-
vices.

2) Anonymity: To protect the identities of the user and the
smart device from being leaked, the AKA schemes should
provide anonymity. Even if an adversary intercepts the messages

IEEE SYSTEMS JOURNAL

TABLE I
NOTATIONS AND DESCRIPTIONS
Notations Descriptions
KMC Key management center.
GW Gateway.
U; ith user.
SD; jth smart device.
GID Identity of GW.
UID;, PW;, BIO; Identity, password, and biometrics of U;.
SID, Identity of SD;.
t; Temporary information of SD;.
msk Master secret key of KMC'.
(s,9) Private key and public key of GIW.
Gen(-), Rep(+) Generation and reproduction algorithm of fuzzy extractor.
BK;,RP; Biometric key and reconstruction parameter of U,.
TSK Common temporary key between GW and all smart devices.
sk Private key of SDj.
Enck (-),Deck(-) | Symmetric encryption and decryption algorithm using key K.
TS, Current timestamp.
ATS Maximum transmission delay.

transmitted on the public channel, it should be impossible to
determine which user or smart device sent it.

3) Untraceability: To enhance the privacy protection of the
user and smart device, the AKA schemes should achieve un-
traceability, namely, different messages sent by the same user or
smart device cannot be linked together.

4) Perfect Forward Secrecy: To protect the security of previ-
ously transmitted information, the AKA schemes should achieve
perfect forward secrecy. Even though the adversary obtains the
private key of the smart device and the latest session key, it is
difficult to recover the previous session keys.

5) Resistance to Multiple Attacks: The AKA schemes should
be able to withstand a large number of common attacks, such
as smart card stolen attack, impersonation attack, replay attack,
man-in-the-middle attack, denial of service attack, and known
session-specific temporary information attack.

V. PROPOSED SCHEME

In this section, a secure one-to-many authentication and key
agreement scheme is provided in detail, which includes initial-
ization, smart device deployment, user registration, gateway au-
thorization, authentication and key agreement, user revocation,
password and biometrics update, common temporary key up-
date, smart device join and leave phase. The specific description
is as follows. Table I provides the notation utilized in this article.

A. Initialization Phase

KMC performs the system initialization by running the fol-

lowing steps.

1) KMC produces a group G of prime order ¢ based on a
nonsingular elliptic curve E defined over a finite field,
where P is the generator of G. It selects msk € Z7 as its
master secret key.

2) KMC chooses one cryptographic hash function h :
{0,1} = Zj,.

3) KMC selects the identity GID for the gateway GW, and
calculates s = h(GID||msk) as the private key of GW and
the corresponding public key S = s - P.
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4) KMC publishes the
{P,G,q,GID, S, h}.

system parameters params =

B. Smart Device Deployment Phase

KMC generates the identity and keys for SD;(j € [1,n])
before deployment [41], [42]. The specific process is mathe-
matically depicted as follows.

1) KMC chooses a large prime number p satisfying

p > q, where p is used for defining a multiplicative
group Z;. KMC selects SID; € Z;, j € [1,N] in ad-
vance as the identities of the smart devices and com-
putes O = SID; x SIDy X --- x SIDy, z; = 0/SID;,
y; = 1/z; mod SID; and x;y;. KMC saves SID; and
x;1; in the local database.

2) KMC chooses SID; from (SIDy, SID,, . .., SIDy) as the
identity of SD; and computes sk; = h(SID;||s) as the
private key of SD;.

3) KMC chooses a common temporary key TSK € Zj for all
smart devices and stores {SID;, sk;, TSK} in the memory
of SDj .

Note that KMC prepares N tuples {SID;, z;,y;,x;y;} for
n smart devices in this phase, which means that N — n tuples
are free, the purpose is to allow new smart devices to join after
the system is deployed. In addition, when n reaches to N, KMC
reperforms the smart device deployment phase to achieve system
scalability.

C. User Registration Phase

U; registers with KMC via a reliable channel. The specific

process is mathematically depicted as follows.

1) U, randomly chooses a unique identity UID; and submits
it to KMC via a secure channel.

2) Upon receiving UID;, KMC randomly chooses r; € Z;
and computes a = h(UID;||s||r;). Then KMC stores
{UID;, r; } inits database and sends a smart card contained
{a, P,Gen(-),Rep(+), h(-)} to U; securely (such as hand
delivery, registered post).

3) Given the smart card, U; enters his identity UID;, pass-
word PW;, and biometrics BIO;, then, the smart card
SC; of U; extracts biometrics key BK; and reconstruc-
tion parameter RP; with fuzzy extractor Gen(BIO;) —
(BK;, RP;). Next, SC; computes A = a ® h(UID; ®
where [ is the integer chosen by the smart card and decides
the capability of obstructing online guessing attack using
fuzzy verifier [43].

4) U, replaces a with A and stores { B, RP;, [y} in the smart
card.

D. Gateway Authorization Phase

KMC authorizes the gateway GW to assist the user and
all smart devices in making mutual authentication and key
agreement. The specific process is mathematically depicted as
follows.

1) KMC sends s to GW securely.

2) KMC transmits {SID;,z;y;, TSK}, j € [1,N] and
{UID;, r;} to GW via a secure channel.

E. Authentication and Key Agreement Phase

U, and all smartdevices { SD1, SDs, ..., SD,, } make mutual
authentication and agree to different session keys with the help of
GW, where U, only needs to initiate a request of key agreement.
The specific process is mathematically depicted as follows.

1) U, firstinserts his smart card into the card reader and inputs
his identity UID;, password PW;, and biometrics BIO;.
Then, the smart card SC; of U; reconstructs biometric
key BK; with fuzzy extractor Rep(BIO,, RP;) — BK;,
computes B’ = h(UID;||PW;||BK;) mod lj and checks
whether B’ = B. If it does not hold, the login request
is terminated. Otherwise, the authentication for U; is
successful. Next, U; randomly chooses d € Z(*I and the
current timestamp 7'S;, computes a = A ® h(UID; ®
PW,; & BK;), M; =(a+d)-P, K=h((a+4d)-5),
e = h(UID;||GID||a||T'S1), Ma = Enck (UID;,e) and
M5 = h(M;||Ms||UID;||e||T'Sy). Finally, the message
msg, = {M;, My, M3, TS} is sent to GW by U; via
an open channel.

2) Upon receiving msg, from U;, GW checks whether
|T'S, —TSq| < ATS, where T'S] is the time that GW
received msg;. Then, GW computes K = h(sM),
(UID;, €) = Deck (Ms), and finds r; in the local database
through UID;, computes o’ = h(UID;||s||r;) and € =
h(UID;||GID||a'||T'S1). GW checks whether ¢’ = e. If it
holds, GW computes M} = h(M||M||UID;||€'||TS1)
and checks whether M) = Mj. If it holds, GW com-
putes TSK’ = h(TSK) and updates TSK with the new
value TSK'. Next, GW chooses the current timestamp
TS5 and computes My = Encrsk (UID;, GID, ¢), M5 =
h(M4||UID;||GID||e||T'S2). Finally, GW broadcasts the
message msg, = { My, M5, T'So} to all smart devices
{SD1,SDs,...,SD,}.

3) Upon receiving msg, from GW, each smart device
SD;(j € [1,n]) checks whether |T'S; — TS§/| < ATS,
where TS%I is the time that SD; received msg,.
Then, SD; computes TSK’ = h(TSK), (UID;, GID, ¢) =
Decrsg (Ma), Mz = h(M,|[UID;||GID||e||T'S2) and
checks whether M. = M;. If it does not hold,
SD; discards the message. Otherwise, SD; updates
TSK  with TSK' and chooses the current times-
tamp 7'Sj. Next, SD; randomly chooses t; € Z,

and computes ¢; = sk; & t;, M} = Encrsk(SIDj, ¢;)
and M7 = h(M]||SID,||t;||T'S]). Finally, each smart
device SD;(j € [1,n]) returns the message msg) =
{M], M, TS}} to GW publicly.

4) Upon receiving msgg from all smart devices {S D1, SDo,
...,8D,}, for every message msg, (j e [1,n]),
GW checks whether \TSg — TS§/| < ATS, where
TS?,;/ is the time that GW received msgg. Then, GW
computes (SID;, ¢;) = Decrsk (M), sk; = h(SID;||s),
t; = ¢; @ sk;j, MJ = h(MZ||SID,]|t;||T'S) and
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checks whether M J%/ = M? If it holds, GW chooses
the current timestamps 7Sy, 7'Ss; and computes
SR =tix1y1 + -+ + tpxpy, mod 9, U = Z;l:l sk;,
Mg = h(U||TSK||TSy), My = Mg ®TSK, Mjy=
h(M9||M8HTS4), M11 = EIICK(]\487 SR) and
Mo = h(M;1||Ms||SR||TSs). Finally, GW broadcasts
the message msg, = {Mg, M1, T'S4} to all smart
devices {SDy,SDs,...,SD,} and sends the message
msgs; = {Mlh M12,TS5} to U;.

5) Upon receiving msg, from GW, each smart de-
vice SD;(j € [1,n]) checks whether |T'Sy — TSi/| <
ATS, where TSZ/ is the time that SD; received
msg,. Then, SD; computes Mg = My & TSK, Mj, =
h(My||Ms||TSy) and checks whether M, = Mio.
Finally, SD; computes the session key SK; =
h(h(UID;||GID|[e|| Ms) - t;).

6) Upon receiving msgy from GW, U, checks whether
|T'S; — T'S§| < ATS, where TSy is the time that
U; received msgs. Then, U; computes (Mg, SR) =
Decy (Mi1), My = h(My1]|Msg||SR||TS5) and checks
whether M7, = M;,. Finally, U; computes the master
session key SK = h(UID;||GID||e||Ms) - SR.

If U; wishes to communicate with SD;, the session key SK;

would be computed from the master session key SK by the
following way:

SK; = h(SK mod SID;)
= h((h(UID,||GID||e||Ms) - SR) mod SID;)
— B((UID, |GIDJe]| M) - £,). @

F. User Revocation Phase

If U; loses the smart card or wishes to replace it with a
new smart card, the old smart card’s authentication should be
revoked. The specific process is mathematically depicted as
follows.

1) U; sends his identity UID; to KMC securely.

2) KMC checks UID;, if it exists in the local database, KMC
randomly chooses 7" € Z; and replaces r; in the local
database with 7}V,

3) KMC computes a"" = h(UID;||s||r*¥) and stores
{a"™", P,Gen(-),Rep(-), h(-)} in a new smart card. Fi-
nally, the new smart card is sent to U; by KMC via a
reliable way (such as hand delivery, registered post).

4) KMC securely sends {UID;, !V} to GW for updating
the database of GW.

G. Password and Biometrics Update Phase

The password and biometrics of legal users can be updated
locally without the help of KMC. The specific process is math-
ematically depicted as follows.

1) U; enters UID;, PW;, and BIO;, the smart card
SC; of U; computes Rep(BIO;, RP;) — BK;, B' =
h(UID;||PW;||BK;) mod Iy and checks whether B’ =
B. If it does not hold, SC; rejects update request. Other-
wise, SC; computes a = A ® h(UID; & PW,; ® BK;).

IEEE SYSTEMS JOURNAL

2) U; inputs new password PW/" and new bio-
metrics BIOJ®™, SC; computes Gen(BIO}*Y) —
(BKMY, RPM™), A" =ad h(UID; @ PW'Y @

BK™) and B"™ = h(UID;||PW™¥||BK*) mod
lo. At last, SC; replaces {A,B,RP;} with
{AHCW’ BHCW’ RPZIIEW}

H. Common Temporary Key Update Phase

When the common temporary key TSK is leaked, KMC can
update TSK to ensure the security of the system. The specific
process is mathematically depicted as follows.

1) KMC randomly chooses a new common tem-
porary key TSK™ € Z;, the current timestamp
TS5, and computes TKG}™ = sk; @ h(T'S™V)
(j €Ln]), flz) =1l (- TKG“W) + TSK™" =
" _|_ gnelv n—1 + gnew n—2 4+t gnew and
Z = h(TSK“eWHTS"eW). Finally, KMC broadcasts
{2, g, o g0y, Z,TS™} to all smart devices
{SDy,SDs,...,SD,} and sends TSK™ to GW
securely.

2) Each smart device SD;(j € [1,n]) checks the freshness
of T'S"™V. If it holds, SD; computes TKGnew =
skj & h(T'S™Y), f (TKG“eW) (TKG“"W)
g;llewl (TKGI]]_GW)nfl + gzeLNQ (TKGneW)n 2 R gnew —
TSK"Y, Z' = h(TSK“CWHTS“eW) and checks whether
7' = Z. If it does not hold, SD; discards the message.
Otherwise SD; replaces TSK in its memory with TSK"™".

3) GW replaces TSK in its database with TSK"".

1. Smart Device Join Phase

As a business expands its operations, there will be a need
to deploy additional smart devices in their ecosystem. The new
smartdevice S D,, 1 needs toregister with KMC. KMC will then
select a new common temporary key to ensure forward security.
The specific process is mathematically depicted as follows.

1) KMC chooses the identity SID,,; and computes the
private key sk, 11 in the same way as smart device de-
ployment phase.

2) KMC randomly chooses a new common temporary key
TSK™" € Z; and distributes it to other smart devices by
common temporary key update phase.

J. Smart Device Leave Phase

Some smart devices may leave due to malfunction after the
system is deployed. Suppose that the smart device SD; leaves
the system, KMC needs to select a new common temporary key
for other smart devices to ensure backward security. The specific
process is mathematically depicted as follows.

1) KMC randomly chooses a new common tem-
porary key TSK™ € Z;, the current timestamp
TS™, and computes TKG}™" = sk; @ h(T'S"Y)

Geltnli#4. fl@)=II ;. TKG“CW) +
TSKnew — xnfl + g?LSWQZ,n 2 + g%eiv e 3 4ot gloww,
Z = h(TSK"™Y||T'S™Y). KMC broadcasts

Finally,
{gmev,, gieve g0, Z, TS™ } to all smart devices
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{SDq,...,
securely.

2) SD;(j € [1,n],j # i) checks the freshness of T'S™".
If it holds, SD; computes TKG}™ = sk; @ h(T'S""),
f(TKGnew) (TKGnew)n 1 +gnew (TKGnew)n 2 +
g’rrllewg(TKGnew)n 3 + . _|_gnew TSKnew Z/ —_
h(TSK“eWHT S"¥) and checks whether Z' = Z. If it
does not hold, S D; discards the message. Otherwise SD;
replaces TSK in its memory with TSK"*".

3) GW replaces TSK in its database with TSK™".

SDjti,...,SDy} and sends TSK™" to GW

VI. SECURITY ANALYSIS

In this section, the security of the proposed scheme is evalu-
ated by security proof and analysis.

A. Security Model

The widespread ROR model [44] is adopted in the security
model. The primitives of the ROR model are introduced as
follows.

1) Participants: There are multiple parties in the proposed
scheme, user U;, gateway GW, and smart device SD,(j €
[1,n]). Denote the instances «, 3, and ~ of U;, GW,
and SD; by [[7;., [12, and []%,, . These instances are
simulated as oracles. ’

2) Partnership: If [ [{;, and J] . can exchange information
directly, share the same session key, and do not form a
session key with other instances, they are regarded as
partners.

3) Freshness: If a session key SK has been established
between Hg and [T} D, and has not revealed to the
adversary, [ ], and []§p, are regarded as fresh.

The adversary A can obtain system parameters and intercept
messages transmitted on the public channel. Moreover, A can
modify the messages or forge new messages to deceive other
instances. A can make the following queries.

1) Hash(-): Upon receiving A’s query, a random value is

returned.

2) Ezecute(]]y,, o, p, ) This query is simulated as
an eavesdropping attack. Upon receiving A’s query, the
messages transmitted among [ , ng and [ ]} p, On
the public channel are returned.

3) Send([[}, /1w / [I$p,m): This query is simulated
as an active attack. Upon receiving A’s query on the
message m, a response message is returned.

4) Reveal([g,, I1% p,): Upon receiving A’s query, if the
session key SK has been built between instances Hla]
and [T} D, SK is returned. /

5) Corrupt([]g,,v): This query simulates the security of
three-factor information. Upon receiving A’s query, the
related information is returned.

a) v = 0: The password PW; is returned to A.

b) v = 1: The data in the smart card is returned to A.

¢) v=2:The biometrics BIO; is returned to A.

6) Test([], ) This query is simulated as the seman-
tic security of the session key S K™ between U; and SD;.

Upon receiving A’s query, a bit b is randomly selected. If
b = 1, the session key SK* is returned, if b = 0, a string
of the same length as S K* is selected and returned.
Semantic security of session key: In the ROR model, the goal
of A is to distinguish the real session key of the instance from
a random string by the way of games. A can make a number of
Execute, Send, Reveal, Corrupt, and T'est queries to HUi
or its partner. As soon as the game is over, .A guesses a bit b’ and
wins the game if b =0'.
The advantage of A in breaking the semantic security of
proposed scheme ¥ is defined as Adv’ (t) = [2Pr[b) = b] — 1].
If Advi (t) is negligible for any probabilistic polynomial time
adversary A, the proposed scheme . is secure.

B. Formal Security Proof

Theorem 1: Assuming that A is the adversary running in
polynomial time ¢ against the proposed scheme 3. Denote D
and N be uniformly distributed dictionaries of password and
biometrics. The advantage of A in breaking session key security
of the proposed scheme is

2

|H h\

ds s

+2- max(|N D ,0q )
where |D|, [N|, |Hash|, AdvEC“PH(Y), 6, qe, g5, and gy,
represent the size of D and N, the scope space of hash function
h(-), the advantage of A in breaking the ECCDH problem in
polynomial time ¢, the probability for the case “false positive,”
the number of Ezxecute query, Send query, and Hash query,
respectively.

Proof: Five games are set up to prove the security of the
proposed scheme, which is denoted as Gy, k € [0,4]. Sucy and
Pr[Sucy] represent the event and the probability that A success-
fully guesses the correct bit b in the game Gy, respectively. W

Game Gy: The simulation of G is identical to the real
attack in the ROR model without any queries. According to the
definition of semantic security, it follows that

[2Pr[Sucy] — 1]. 3)

Advi(t) < +2 - AdVEEPH()

Advi(t) =

Game G;: This game models the eavesdropping attack
launched by .A. During the authentication and key agreement
phase, A can obtain the messages msg, = { My, Mo, M3,TS:},
msg, = {My, M5, TSs}, msgl = {MJ, M2, TS}, msg, =
{My, M0, TS4}, and msg; = {My1, M12,TS5} transmitted
on the open channel by making Execute([ ], HGW7 Hng)
query. After that, A makes Test([7; , 1§ D,-) query and de-
termines whether the output of Test(I]g , [1% p,) query is
the real session key SK7 or a random string. However, ac-
cording to the proposed scheme, the session key SK; =
h(WUID;||GID||e||Ms) - t;) contains the secret information
UID;, e, My and t; which cannot be obtained by A from the
eavesdropping messages msgi, msga, msgé, msgy, and msgs.
By Execute([]y ng, [T p,) query, the probability that A
correctly guesses the bit b does not increase. Therefore, it follows
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that
Pr[Suc] = Pr[Sucy]. C))

Game Gs: The game models an active attack by adding
Send query and Hash query compared to GG;. A fools the
participant [ [, / 1% /T1%,. to convince the forged mes-
sage in the game Go. A can make many Hash queries to
discover the collisions of the secret key. After that, .4 makes
Test([17, 13 Dj) query and determines whether the output of

Test([]7, Hng) query is the real session key SK7 or a ran-
dom string. However, it can be seen from the proposed scheme,
all messages contain the timestamps, the random numbers and
the common temporary key to ensure randomness. Thus, when
Amakes Send([ 7, / 12 /112 p,» M) query, the probability
of message collision is negligible. Therefore, according to the
birthday paradox, it follows that

2
dp

P -P < —r
|[Pr[Sucy]—Pr[Sucs]| < STHash

&)

Game G'3: In this game, A can try to compute the session key
SK7 through the attained sensitive information. Specifically,
A can first obtain My = (a +d) - P, My = Enck (UID;, e),
My = Enck (Mg, SR),GID and S by eavesdropping. Then,
A computes K = h((a +d)-S) = h(sM;) and obtains the
secret value UID;, e, Mg and SR by decrypting the mes-
sages Mo and My using K. Finally, A computes the session
key SK7 = h((h(UID;||GID|le[|Ms) - SR) mod SID;). After
that, A makes Test([ ] , [T p,) query and determines whether
the output of Test([ ]y, 1§ p,) query is the real session key
SK7 or a random string. However, A has to know the private
key sof GWor (a + d)togain K = h((a +d) - S) = h(sMy),
which is equivalent to solving the ECCDH problem in polyno-
mial time t’. Therefore, it follows that

|Pr[Sucy]—Pr[Sucs]| < AdvECPH(¢) (6)

Game G'y: Compared with G'3, Corrupt([[f;, ,v) query is
added in G4 to simulate the security of three-factor information.
By this query, A can interact with GW by impersonating U; to
obtain the session key SK. In G4, suppose that A can get two
factors at most because the worst case is considered. Therefore,
it can be divided into the following three cases.

Case 1: A gets PW,; and the data {A, B, P, RP;,l,
Gen(-),Rep(-),h(-)} in the smart card by making
Corrupt([[,,0) and Corrupt([ 7 , 1) queries. Next, the
biometrics BIO, needs to be guessed by A. Since A can
make ¢, queries, so the probability which A imitates U;
successfully is ‘?\7‘.
Case 2: A obtains PW; and BIO; by making
Corrupt([]g;,,0) and Corrupt([];;.,2) queries. Next, a
needs to be computed by A. Since A does not have the
data in the smart card and the information about a, so the
probability which A imitates U, successfully is negligible.
Case 3: A acquires the data {A, B, P, RFP;,ly,Gen(-),
Rep(:),h(-)} in the smart card and BIO; by making
Corrupt([g,, 1) and Corrupt(] [ , 2) queries. Next, the
password PW, needs to be guessed by .A. Since A can

IEEE SYSTEMS JOURNAL

make ¢, queries, so the probability which A imitates U;
successfully is fl,ﬁ

In addition, “false positive” may occur because the fuzzy
extractor is used. Suppose A inputs the forged biometrics and
the probability of deceiving reproduction algorithm Rep(-) of
the fuzzy extractor is 0. Since A can make ¢, queries, so the
probability that A imitates U; successfully is dgs.

As soon as Corrupt([];; ,v) query is over, A makes
Test(I]y,. [1ép,) query and determines whether the output
of Test([],,[1§p,) query is the real session key SK7 or a
random string. However, the above cases cannot exist simulta-
neously. Therefore, it follows that
ds s
INT D"

At last, all the oracles have been modeled in the last game. A
will win the game if A guess the bit b successfully. Since A has
no other knowledge of the bit b, it follows that Pr[Sucs] = 1.
From (3)—(7), the following results can be obtained

|Pr[Sucs]—Pr[Sucy]| < max( 0qs). (7)

1
Adv%(t) = 2 - |Pr[Sucg] — §| = 2 |Pr[Suc;| — Pr[Sucy]|

2
o ECCDH [/
<2 Ad t
- (2|Hash| AT

ds  ds
-+max (7 T 5qs>)
INI" D

2
- g 2 A

qs (s
2 —_— — .
w2 (e 0, ) ®)

C. Security Analysis

The security requirements are analyzed detailedly in this
subsection.

Mutual Authentication: The message My = Enck (UID;, €)
sent from U; to GW is encrypted by employing the sym-
metric key K = h((a+d)-S), and only the person who
has the private key s of GW can compute the same
symmetric key K = h(sMi), which achieves the authenti-
cation of U; to GW. GW computes o = h(UID;||s||r;),
€' = h(UID;||GID||a/||T'S1) with UID; and checks whether
e’ = e to achieve authentication of GW to U;. GW and
{SDy,SD,,...,SD,} achieve mutual authentication through
TSK and sk;. U; and {SDy,SDs,...,SD,} can authenticate
each other with the help of GW. As a result, the mutual au-
thentication among U;, GW, and {SD;,SDs>,...,SD,} are
achieved in the proposed scheme.

Anonymity: The real identity UID; of U; is hidden in the
ciphertext My = Encg (UID;, e), where K = h((a +d) - S),
M, = (a+d) - P, ais the long-term secret of U; and d is a ran-
dom number. If A wants to obtain UID;, he needs to know (a +
d) or s and compute K = h((a + d) - S) = h(sM;). However,
due to the difficulty of the ECCDH problem, .4 cannot compute
K and obtain UID;. Similarly, the identity SID; of the smart
device SD; is hidden in the ciphertext M, J = Encrsk (SID;, ¢;).
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If A wants to obtain SID;, he needs to know the common tem-
porary key TSK. However, TSK is only owned by GW and the
deployed smart devices {SD1,SDs,...,SD,}. It is obvious
that A is unable to know TSK. Consequently, the proposed
scheme guarantees user and smart device anonymity.

Untraceability: The message { M7, Mo, M3, TS} is differ-
ent in each session because random number d and timestamp
TS, are used. Therefore, A is unable to trace the behavior
of U;. Analogously, in each session, SD; chooses different
random number ¢; and timestamp TSg to compute the mes-
sage { M, M, T'S}}. Thus, it is impossible for A to trace the
behavior of SD; and the proposed scheme provides user and
smart device untraceability.

Perfect Forward Secrecy: Supposing A obtains U;’s long-term
secret a and the latest session key SK, but the information
constituting S K is encrypted by the symmetric key composed of
different random numbers in each session, so previous session
keys cannot be obtained. Similarly, assuming .4 gets the private
key sk; of SDj, the latest common temporary key TSK and
previous messages, however, the secret information with regard
to the session key in each session is encrypted by different TSK.
Due to the preimage-resistance of the hash function, A cannot
recover the previous TSK and get secret information about
the session key. Hence, the proposed scheme ensures perfect
forward secrecy.

Resist Smart Card Stolen Attack: 1If A obtains the smart
card of a registered user U;, he is capable of extracting
the data {A, B, P,RP;,ly,Gen(-),Rep(-),h(-)} using side-
channel attack [45], where A = a & h(UID; & PW,; & BK;),
B = h(UID;||PW;||BK;) mod ly. However, A does not know
UID;, PW;, and B K; which are secret information of U;. Hence,
A cannot obtain the long-term secret a to impersonate U;. In this
way, the proposed scheme can resist the smart card stolen attack.

Resist Impersonation Attack:

1) Resist the User Impersonation Attack: If A wants to im-
personate U; to initiate key agreement request, he must
know the long-term secret a of U;. However, a is pro-
tected by UID;, PW,, and BK; which are only known
by U;. Accordingly, the user impersonation attack can be
withstood.

2) Resist the Gateway Impersonation Attack: GW com-
putes Mqq = Encg (Mg, SR) and t; = ¢; & sk; dur-
ing the authentication and key agreement phase, where
K = h(sMy), skj = h(SIDjl|s). If A tries to create
valid messages on behalf of GW, he must obtain the
private key s of GW. Clearly, A is unable to get s.
Hence, the proposed scheme is secure against the gateway
impersonation attack.

3) Resist the Smart Device Impersonation Attack: If A wishes
to imitate SD;, he has to know the common temporary key
TSK and the private key sk; of SD;. Obviously, A cannot
get this information. Thus, the smart device impersonation
attack can be resisted.

Resist Replay Attack: The current timestamp is included in

all messages. If A tries to send the previous messages, which
can check out the replay attack because the maximum delay is

exceeded. That is, the proposed scheme is capable of protecting
the replay attack.

Resist Man-in-the-Middle Attack: The goal of A is to modify
the messages to cheat U;, GW, and {SDy,SDs,...,SD,}
in this attack. When A wants to modify msg;, where My =
Enck (UID,, e), e = h(UID;||GID||a||T'S;), and K = h((a +
d) - S), he must know the long-term secret a and the random
number d which are only known to U;. Obviously, .A cannot
obtain this information. Analogously, A cannot modify legal
messages msg,, msg;, msg,, and msg;. Therefore, the man-in-
the-middle attack is able to be withstood.

Resist Denial-of-Service Attack: In the proposed scheme, the
three-factor authentication is used. U; can initiate authentication
and key agreement request only if the correct UID;, PW;, and
BIO; are entered. Meanwhile, all messages contain timestamps,
only fresh messages will be accepted. Consequently, the denial-
of-service attack would be resisted.

Resist Known Session-Specific Temporary Information At-
tack: The master session key SK = h(UID;||GID||e||Ms) - SR
contains the secret information UID;, e, Mg, and S R, which are
encrypted by K = h((a + d) - S). Even if the random number d
is exposed, A cannot compute K without the long-term secret a.
Similarly, even if a is exposed, A cannot compute K without d.
As aresult, A cannot compute S K . Hence, the proposed scheme
can prevent the known session-specific temporary information
attack.

VII. PERFORMANCE EVALUATION

This section compares the proposed scheme with the related
schemes [18], [23], [25], [28], [31], [32] in terms of security and
functionality features, computation and communication costs.

A. Security and Functionality Features

Comparison between our proposed scheme and the related
schemes [18], [23], [25], [28], [31], [32] regarding security and
functionality features is provided in Table II. From Table II, the
schemes proposed by [18], [23], [25], [28] are both one user
and one smart device AKA schemes. In addition, Zhang et al.’s
scheme [18], Li et al.’s scheme [23], and Shin et al.’s scheme
[25] do not consider smart device join/leave. This is crucial, as
the number of smart devices will change in accordance with the
demand. Zhang et al.’s scheme [18] and Li et al.’s scheme [23]
do not consider user revocation, which is a basic feature since
smart cards are easily lost or stolen in real world scenarios.
Li et al.’s scheme [23] and Shin et al.’s scheme [25] are in-
secure against known session-specific temporary information
attack. A key flaw in Zhang et al.’s scheme [18] is that it does
not support password and biometrics update. This is a crucial
feature that must be considered, as passwords and biometrics
should be regularly changed to ensure security. Li et al.’s
scheme [23] cannot resist denial-of-service attack. Although
Cui et al.’s scheme [31] and Vinoth et al.’s scheme [32] are
AKA schemes for one user and multiple smart devices, their
schemes are unable to withstand known session-specific tempo-
rary information attack, and user revocation cannot be realized.
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TABLE II
COMPARISON OF SECURITY AND FUNCTIONALITY FEATURES
Schemes Zhang et al’s Li et al’s Shin et al’s Far et al’s Cui et al’s Vinoth et al’s | The proposed
scheme [18] scheme [23] scheme [25] scheme [28] scheme [31] scheme [32] scheme
SFy v v v v v v v
SF> v v v v v v v
SF3 v v 4 4 v 4 v
SFy v v v v v X v
SFs v v 4 v 4 4 v
SFs v v v v v v v
SFy v v 4 4 v 4 v
SFy v v v v v v v
SFy v v 4 4 v 4 v
SFio v v v v X v v
SF11 v X 4 4 v 4 v
SFi2 v X X 4 X X v
SFi3 N/A N/A N/A v N/A v v
SF14 N/A v v v v 4 v
SFis5 N/A N/A v v N/A N/A v
SFie v v v v v X v
SFy7 X X X X v v v
Note: SF1: Mutual authentication. SF>: Anonymity. SF3: Untraceability. SFy: Perfect forward secrecy. SF5: Smart card
stolen attack. S Fg: User impersonation attack. SF%7: Gateway impersonation attack. SFg: Smart device impersonation attack.
S Fy: Replay attack. S F10: Man-in-the-middle attack. SF1: Denial of service attack. SF2: Known session-specific temporary
information attack. SFj3: Smart device join/leave. SFj4: Password and biometrics update. SFi5: User revocation. SFyg:
Different session keys. SFi7: One-to-many scheme. “v” means the scheme satisfies the functionality/security feature. “X”
means the scheme does not satisfy the functionality/security feature. “/N/A” means not considered.
TABLE III 25
RUNTIME OF CRYPTOGRAPHIC OPERATIONS (MILLISECOND) —®— Zhang et al.'s scheme [18]
—A— Lietal's scheme [23]
Notations Descriptions Runtime 20 ¥ Shineral's scheme [25]
Ty, General hash operation 0.0013 — ¢ Fareral's scheme [28]
Tr_gG Scalar multiplication operation in G 0.3851 E || Cuieral'sscheme [31]
Ty multiplication operation in Z} 0.0044 Z1s L~ Vinoth et al.'s scheme [32]
Tse Symmetric encryption operation (AES-128) | 0.0024 £ |[Z% The proposed scheme
Tsq Symmetric decryption operation (AES-128) 0.0028 H
£
e

Moreover, Cui et al.’s scheme [31] lacks a way to prevent
man-in-the-middle attack and does not consider smart device
join/leave. Vinoth et al.’s scheme [32] does not provide perfect
forward secrecy and the agreed session keys are the same. In
comparison, all security and functionality features can be met
in the proposed scheme.

B. Computation Cost

The computation cost will be analyzed and compared between
the proposed scheme and the related schemes [18], [23], [25],
[28], [31], [32] in this subsection. To achieve 80-bit security
level, an additive group G with prime order ¢ is chosen by non-
singular elliptic curve E : 32 = 2% 4+ ax + b mod p, in which
p, g are both 160-bit prime numbers and ¢ = —3, b is a random
160-bit prime number. T}, T, G, T, Tse, and Tsq are used to
denote the runtime of general hash operation, scale multiplica-
tion operation in G, multiplication operation in Z7, symmetric
encryption and decryption operations (AES-128), respectively.
Addition and XOR operations are ignored because they are
lightweight compared with other operations. The experimental
environment for evaluating cryptography operations is 64-bit
Windows 10 operating system with 2.53 GHz using MIRACL
Crypto SDK [46], in which CPU is i5 and memory is 4 GB.
Table III manifests the average runtime of related operations
running 10 000 times.

Table IV exhibits the comparison result in the field of com-
putation cost between the proposed scheme and the related

b o 9o —¢ @ 1
O - 1 . 1 . 1 =S 1
1 2 3 4 5 6 7 8 9 10

Number of smart devices

Fig. 4. Total computation cost versus Number of smart devices.

schemes [18], [23], [25], [28], [31], [32]. The total computation
cost of accessing one smart device for the related schemes
[18], [23], [25], [28], [31], [32] and the proposed scheme are
2.3548,2.3353,2.3509, 1.1865, 3.1133,0.0579, and 1.2218 ms,
respectively. Since less scalar multiplication operation in G
and symmetric encryption/decryption operation (AES-128) are
adopted, the computational cost of the proposed scheme is
smaller than that of the related schemes [18], [23], [25], [31].
Although the computational cost of the related schemes [28],
[32] is smaller than that of the proposed scheme, however, their
schemes cannot resist some common attacks and support the
most basic functions. The total computation cost of accessing
n smart devices for the related schemes [18], [23], [25], [28],
[31], [32] and the proposed scheme are 2.3548n, 2.3353n,
2.3509n, 1.1865n, 1.9502n + 1.1631, 0.0216n + 0.0363, and
0.0285n 4 1.1933 ms, individually.

Fig. 4 shows the relation between the total computation cost
and the number of smart devices. It can be seen from Fig. 4 that
in the multismart device scenario, the computation cost of the
related schemes [18], [23], [25], [28], [31] are greater than that
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TABLE IV
COMPARISON OF COMPUTATION COST

Schemes Computation cost (ms) Total computation cost (ms)
U; GW SD; one smart device n smart devices
Zhang et al’s TTh+3Tm—c T +Tm—c+Tse 6Th+2T 0 —g+Tse 22(Th+6Tm—G+3Tse (22Th+6Tm—G+3Tse+3Tsd)n
scheme [18] e +2Tsq +Tsa +3T5a = 2.3548n
= 1.1668 = 0.4048 = 0.7832 = 2.3548 -
Li et al’s 8Th+3Tm—c TTh+Tm—c ATh 42T g 19T +6T,, ¢ (19T 46T, —c)n
scheme [23] | = 1.1657 = 0.3942 = 0.7754 = 2.3353 = 2.3353n
Shin ef al’s | 14T, 43T, _¢ 12T+ T 5T 42T, i 31TH+6T) ¢ (31T +6T i)
scheme [25] | = 1.1735 = 0.4007 = 0.7767 = 2.3509 = 2.3509n
Far et al’s | 9Tp4+2T,_c 10T+ T —G 5T}, 24T), 43T (24T}, + 3T )
scheme [28] | = 0.7819 = 0.3981 = 0.0065 =1.1865 = 1.1865n
Cui et al’s | 8T +3T,_c 10Ty +2T, G TTh+3Tm—c 25T +8T (19T +5T g )n+6Th 43T ¢
scheme [31] | = 1.1657 = 0.7832 =1.1644 =3.1133 = 1.9502n + 1.1631
Vinoth et al’s| 9T)+Tey 6T)+4Tm+2Tse+Toq | ATh+Tse+Tsn 19T, +4Tm +3Tse (4T} + 2T + 2Tse + Tsq)n
scheme [32] | = 0.0145 —0.033 —0.0104 +3T5a 15T}, + 2Tm + Tse + 2Tsq
: : . = 0.0579 = 0.0216n + 0.0363
8Ty +2T - NTh+Tm—c 2573 43Tm—c+3Tm | (9Th+2Tm~+Tse+2Tsq)n + 16T},
Th d m v Th+Tm+Tse+T.
€ PIOPOSC| T 4 Toe b Tog | +Tm42Te42Tag | ot TmtloetToa | pur par ) +3T;p—¢ + Ton+3Tse+2Teq
; = 0.7902 =0.4142 - =1.2218 = 0.0285n + 1.1933
TABLE V 55000
COMPARISON OF COMMUNICATION COST 0000 || ™ Zhang et al’s scheme [18]
—A— Li et al.'s scheme [23]
. Communication cost (bits) Total communication cost (bits) 45000 =|—¥— Shin et al.'s scheme [25] /
U; GW SD one smart device n smart devices B
Zhang e als scheme [18] | 864 | 512 1600 2976 2976n 40000 Far et al.’s scheme [28] //
Li et al.’s scheme [23] 640 | 960 480 2080 2080n ] —<— Cuietal's scheme [31]
Shin et al’s scheme [25] | 992 | 1184 512 2688 2688n z 35000 b Vinoth er al's scheme [32] pd
Far et al’s scheme [28] 960 | 1440 480 2880 2880n 2 -
Cui ef al’s scheme [31] | 672 | 832 1184 2688 2176n + 512 £ 30000 {-®  The proposed scheme y
Vinoth ef al.’s scheme [32] | 512 | 2144 672 3328 320n2 4 1664n + 1344 8 ]
The proposed scheme 672 | 1536 512 2720 1696n + 1024 £ 25000
£
320000
e

of the proposed scheme. Specifically, the proposed scheme is
reduced by 93.7%, 93.7%, 93.7%, 87.5%, and 92.8% compared
with the related schemes [18], [23], [25], [28], [31], respectively.
The scheme [32] of Vinoth et al. is slightly better than our work in
the computation cost. The degradation is regarded as reasonable
since the proposed scheme can resist known session-specific
temporary information attack, and achieves perfect forward
secrecy and user revocation as well.

C. Communication Cost

The communication cost of the proposed scheme and related
schemes [18], [23], [25], [28], [31], [32] will be analyzed
and compared in this subsection. As previously mentioned, the
length of elements in G, the length of elements in Zj, the
ciphertext length of the symmetric encryption, the identity, the
output of hash function, and the timestamp are 160, 160, 128,
160, 160, and 32 bits, respectively.

Table V indicates the comparison result of the proposed
scheme and the related schemes [18], [23], [25], [28], [31],
[32] inrelation to communication cost. The total communication
cost of accessing one smart device for the related schemes [18],
[23], [25], [28], [31], [32] and the proposed scheme are 2976,
2080, 2688, 2880, 2688, 3328, and 2720 bits, respectively. The
total communication cost of accessing n smart devices for the
related schemes [18], [23], [25], [28], [31], [32] and the pro-
posed scheme are 2976n, 2080n, 2688n, 2880n, 2176n + 512,
320n2 + 1664n + 1344, and 1696n + 1024 bits, individually.

Fig. 5 depicts the relationship between total communication
cost and the number of smart devices. According to Fig. 5, as the
number of smart devices increases, the difference in communi-
cation cost between related schemes [18], [23], [25], [28], [31],
[32] and our proposed scheme also increases. Specifically, the
proposed scheme is reduced by 39.6%, 13.5%, 33.1%, 37.6%,

15000

10000

5000

Number of smart devices

Fig. 5. Total communication cost versus Number of smart devices.

19.3%, and 64.0% compared with the related schemes [18], [23],
[25], [28], [31], [32], respectively, which shows that the pro-
posed scheme is a better choice for multismart devices scenarios.

VIII. CONCLUSION

In this article, we have proposed a secure three-factor au-
thentication and key agreement scheme which is suitable for
multismart devices scenarios in IIoT by utilizing ECC and CRT.
The proposed scheme has achieved mutual authentication and
agreed to different session keys between one user and multiple
smart devices simultaneously. Even if the secret information
of the smart device and the latest session key are leaked, the
previous session keys cannot be recovered due to the hash
chain technology, which protects the security of the previously
transmitted data. Additionally, the proposed scheme also ac-
commodates password and biometrics update, smart device join
and leave, and user revocation. The security of the proposed
scheme is proven in the ROR model. Finally, the performance
evaluations have demonstrated that the proposed scheme is
significantly superior to related schemes in terms of computation
and communication costs. In the future, we plan to expand the
user side of the proposed scheme and design a secure many-to-
many authentication and key agreement scheme for Industrial
IoT, which can achieve secure communication between multiple
users and multiple smart devices.
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